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Azure/Entra SSO with Wellness Coach

Technical Steps Needed to Launch SSO for
with Wellness Coach



Go to Azure/Entra
Admin Console
Click on “Azure Active

Directory”

Azure SSO with Wellness Coach

burak@wellnesscoac
WELLNESSCOACH LIVE (WELLN

Microsoft Azure R Search resources, services, and docs (G+/) ive

Welcome to Azure!

Don't have a subscription? Check out the following options.

>

Start with an Azure free trial Manage Azure Active Directory Access student benefits

Get $200 free credit toward Azure products and services, ~ Manage access, set smart policies, and enhance security Get free software, Azure credit, or access Azure Dev Tools
plus 12 months of popular free services. with Azure Active Directory. for Teaching after you verify your academic status.

s [P —— [ epiore [T

Azure services
— =
.a m ¥ B @ = @8 = -
Create a Azure Active Devices Quickstart Virtual App Services Storage SQL databases ~ Azure Cosmos ~ More services
resource Directory Center machines accounts DB
Resources
Recent  Favorite
Name Type Last Viewed




Azure SSO with Wellness Coach

5 burak@wellnesscoac
ﬂ'—‘v 0 @ @ A 'WELLNESSCOACH.LIVE (WELL!

P Search resources, services, and docs (G+/)

Home >
0 WellnessCoach.Live | Overview - P
Azure Active Directory
i + Add v €33 Manage tenants What's new 5 Preview features ;’{j Got feedback? v
© Overview
) 0} e
Preview features Microsoft Entra has a simpler, d experience for managing_all your Identity and Access needs, Try the new Microsoft Entra admin center (Preview)! &1

K Diagnose and solve problems

Overview  Monitoring Properties Tutorials
Manage

& Users P Search your tenant

1. Onleft panel, select

& Groups

" . Basic information
85 External Identities

Enterprise applications

&, Roles and administrators Name WellnessCoach.Live f 27

& Administrative units

s Tenant ID 0813dc50-2917-4182-b76d-1094767336f0 [ ps 4
Enterprise applications ‘—'--'
Primary domain wellnesscoach.live Applications 1
Ol Devices
License Azure AD Premium P2 Devices 7

App registrations
(&) Identity Governance
¥ Application proxy

& Custom security attributes
(Preview)

% Licenses

% Azure AD Connect
%=/ Custom domain names

® Mobility (MDM and MAM)

Password reset



Azure SSO with Wellness Coach

linesscoach.live

Microsoft Azure

IVE (WELLNE.

Home > WellnessCoach.Live > Enterprise applications

=== Enterprise applications | All applications - X

T
=-= WellnessCoach.Live - Azure Active Directory

« + New application O Refresh i Download (Export) \ 0 Previewinfo =~ == Columns = [& Preview features f'? Got feedback?
Overview
© Overview View, filter, and search applications in your organization that are set up to use your Azure AD tenant as their Identity Provider.
X Diagnose and solve problems The list of applications that are maintained by your ization are in
Manage 0 Search by application name or object ID Application type == % Application ID starts with X T Add filters

l b I o k 5 Al applications 20 applications found
e o n top tq s' c Ic Name Ty  Object ID Application ID Homepage URL Created on Ty Certificate Expiry Status

¥ Application proxy
€33 User settings

New application

B Collections

Security

@& Conditional Access

@ Consent and permissions

Activity

D Sign-in logs
fil Usage & insights
& Audit logs

& Provisioning logs

7= Access reviews
@© Admin consent requests
&% Bulk operation results

| Tranhlachantina & Cunnart




Click on “Create your own
application” on top menu
Give application name as
WC-SSO or Wellness Coach
SSO

Select option “Integrate any
other application you don’t
find in the
gallery(Non-gallery)”

Click on Create

Azure SSO with Wellness Coach

Microsoft Azure AR Search resources, services, and docs (G+/)

B Q0 & @ & burak@wellnesscoach.live

WELLNESSCOACH.LIVE (WELLNE.

Home > WellnessCoach.Live > Enterprise applications >

Browse Azure AD Gallerym---

+ Create your own application ﬁ\j Got feedback?

Create your own application X

&7 Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an

The Azure AD App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (SSO) and automated user provisioning. Whei  application that is not in the gallery, you can create your own application here.
more securely to their apps. Browse or create your own application here. If you are wanting to publish an application you have developed into the Azure AD Gallen

this article.

‘ £ wellness X Single Sign-on : All User Account Management : All

—:)) Federated SSO é‘) Provisioning

Showing 3 of 3 results

iWellnessNow Ten Spot

[ ] Innovative Wellness Solutions Fitspot Wellness Inc. DBA Ten
0 3 Spot
ol

What's the name of your app?

an% wc-ssqf V]

What are you looking to do with your application?

Categories : All

O Configure Application Proxy for secure remote access to an on-premises application
(O Register an application to integrate with Azure AD (App you're developing)

(3)
. @ Integrate any other application you don't find in the gallery (Non-gallery)

Health Support System
Wellness Communications
- Corporation

)

2 " |



Azure SSO with Wellness Coach

p e, 7 & burak@wellnesscoach.live @
icrosoft Azure P Search resources, services, and docs (G+/) titd @ & @ & WELLNESSCOACH.LIVE (WELLNE.. @

Home >

z WC-SSO | Overview - X
L
Enterprise Application
«
B Overview Properties

Deployment Plan Name ©
wc
B
Manage
. i Application ID ©
13 HH
1.  Select option “2. Set up il Properties
R R ” &8 Owners
single sign on " Object D ©
&. Roles and administrators

& Users and groups
Getting Started
3 Single sign-on

@ Provisioning

¥ Application proxy |.| 1. Assign users and groups -9 2. Set up single sign on [8) 3. Provision User Accounts
S salf-seivice Provide specific users and groups access Enable users to sign into their application Automatically create and delete user
to the applications using their Azure AD credentials accounts in the application
ecurity attributes Assign users and groups Get started Get started

Security

& Conditional Access
C 5. Self service

Enable users to request access to the
application using their Azure AD

‘- 4. Conditional Access

Secure access to this application with a

o 5 &
i, Permissions

i customizable access policy.
© Token encryption policy. credentials
Create a policy
Activity Get started
2 sign-in logs

Usage & insights What's New



1.

Select option SAML

Azure SSO with Wellness Coach

P Search resources, services, and docs (G+/)

Home > WC-SSO

) WC-SSO | Single sign-on

Enterprise Application

i Overview
Deployment Plan
Manage

il! Properties

&2 Owners

4t Roles and administrators

&8 Users and groups ®
23 Single sign-on

@ Provisioning

£ Application proxy

C  Self-service

Custom security attributes
(preview)

Security

& Conditional Access
% Permissions

© Token encryption
Activity

3 Sign-in logs

@i Usage & insights

Select a single sign-on method

Disabled

Single sign-on is not enabled. The user
won't be able to launch the app from
My Apps.

Linked
Link to an application in My Apps
and/or Office 365 application launcher.

Help me decide

Single sign-on (SSO) adds security and convenience when users sign on to applications in Azure Active Directory by enabling a user
in your organization to sign in to every application they use with only one account. Once the user logs into an application, that
credential is used for all the other applications they need access to. Learn more.

3

SAML
Rich and secure authentication to
applications using the SAML (Security

Assertion Markup Language) protocol.

&

F ® 3 0 &

Password-based
Password storage and replay using a
web browser extension or mobile app.

burak@wellnesscoac|
'WELLNESSCOACH.LIVE (WE!



Azure SSO with Wellness Coach

i Search resources, services, and docs (G+ o burak@wellnesscoach.live
Microsoft Azdre z i) e WELLNESSCOACH.LIVE (WELLNE... @

Home > WC-SSO >

WC-SSO | SAML-based Sign-on X

Enterprise Application

« T Upload metadata file 9 Change single sign-on mode = Test this application A7 Got feedback?
B Overview
Deployment Plan Set up Single Sign-On with SAML
Manage An SSO il ion based on ion protocols imp security, reliability, and end user experiences and is easier to
= implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenID Connect or OAuth. Learn
1I! Properties Frare:
1. Click “Edit” on first step a8 Owners s : )
Read the configuration guide = for help integrating WC-SSO.

¢ A A A ”

“Basic SAML Configuration &, Roles and administrators o
2 Users and groups Basic SAML Configuration
3 Ssingle sign-on Identifier (Entity ID) Required

Reply URL (Assertion Consumer Service URL)  Required

@ Provisioning Sign on URL Optional
= Relay State (Optional) Optional

1 Applicati
Pplication proxy Logout Url (Optional) Optional

C  Self-service

Custom security attributes o

(preview)

Attributes & Claims

A\ Fill out required fields in Step 1

Security
givenname user.givenname
& Conditional Access surname user.surname
o o emailaddress user.mail
ia Permissions o
name user.userprlnc\palname
@ Token encryption Unique User Identifier user.userprincipalname
Activity
D Sign-inlogs e SAML Signing Certificate

Usage & insights A\ Fill out required fields in Step 1
Status Active




Azure SSO with Wellness Coach

altaf@wellnesscoach21

Microsoft Azure £ Search resources, services, and docs (G+/) WELLNESSCOACH.LIVE (WELLN
ome > Enterprise applications | All applications > WC-SSO Basic SAML COnfiguration >
VC-SSO | SAML-based Sign-on
Merprise Application swve | B Gotfeedbacky

¢ o« 7 Upload metadata file ) Change single sign-on mode Test this application

L Identifier (Entity ID) * ©
i Overview
The unique ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your

Basic SAML Configuration 1 Deployment lan Set up Single Sign-On with SAML Microsofe v tenan. The defal identifrwil e theaudienc of the SAMI response fo IDP-itated 0.

{ Diagnose and solve problems An SSO implementation based on federation protocols improves security, reliability, and end u

( M an datO ry) implement. Choose SAML single sign-on whenever possible for existing applications that do nt Default
* Manage more. 4 | WelinessCoach v] 10) il
I Properties Read the configuration guide =7 for help integrating WC-SSO. Add identifier
r ] I1; LE] 2

2 Owners

Add Identifier “WellnessCoach - I rrrrea—" _ _
&b, Roles and administrators Reply URL (Assertion Consumer Service URL) * ©

Add Re p Iy URL et i groues Identifier (Entity ID) WCPORDTESTEID The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion

Reply URL (Assertion Consumer Service URL)  https://api.meditation.live/auth/sso/¢  Consumer Service” (ACS) in SAML.

“https://api.meditation.live/auth/ss 2 srsessmon iSO

@ Provisioning Logout Url (Optional) Optional
o / ca | I b ac k ” https://api.meditation.live/auth/sso/callback 0]
el AT SR M TN £ Applicati
ppication proy, Add reply URL
Rel ay State C self-senvice © [ swivutes & ciims
Custom security attributes Srtilame N — Sign on URL (Optional)
Security lastName usersumame Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value s the sign-in page URL
H H . - name: user.userprincipalname for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.
Key will be supplied by Wellness Coach : Activty crmmloyesid W
SroiSiontias+ Sunpor email usermail Enter a sign on URL 7
Please contact your CS rep or oo St Uriaue Use drtifer ssraserpindpainame
Support@wellnesscoach.live for the key o
9 Relay State (Optional) ®
SAML Certificates The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
A URL or URL path that takes users to a specific location within the application.
Status Active ? Relay State provided by Wellness Coach
Thumbprint 0E319A36C22123E8315918788065A¢
o o remove favorites by pressing Cad +ShAft +F Expiration 09/07/2028, 21:12:38

10


https://api.meditation.live/auth/sso/callback
https://api.meditation.live/auth/sso/callback

Azure SSO with Wellness Coach

5 burak@wellnesscoach
WELLNESSCOACH LIVE (WELLNE...

Micrnenft Azure P Search resources, services, and docs (G+/)
his application

T 0B O

Tes!

Home > WellnessCoach.Live > Enterprise applications > WC-SSO >

WC-SSO | SAML-based Sign-on - X

Enterprise Application

0 Upload metadata file 9 Change single sign-on mode ‘est this application A Got feedback?

Overview

Deployment Plan Set up Single Sign-On with SAML

Manage An SSO implementation based on federation protocols improves security, reliability, and end user experiences and is easier to

. “Edit” i d edon mproves scury el
plement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlID Connect or OAuth. Learn
Click it” in secon it ropertis

more.

& Owners

ste p “Att ri b u tes & C I a i m s bE Read the configuration guide i for help integrating WC-SSO.

k. Roles and administrators
c Basic SAML Configuration

& Users and groups £ Edit
9 single sign-on Identifier (Entity ID) WCPORDTESTEID
Reply URL (Assertion Consumer Service URL)  https://api.meditation.live/auth/sso/callback
@ Provisioning Sign on URL https://www.wellnesscoach.live/app/login
" " Relay State (Optional) 5c2f888f581d3f246ebceb16
¥ Application proxy .
Logout Url (Optional) Optional
C  Self-service
Custom security attribi
(preview) ' e Attributes & Claims 2 Edt
Security email user.mail
firstName user.givenname
& Conditional Access lastName user.surname
o - name user.userprincipalname
sia Permissions Unique User Identifier user.userprincipalname
@ Token encryption
Activity 9 SAML Signing Certificate 2 it
D sign-in logs Status Active
#i Usage & insights Thumbprint CD1E09C51F62DDEDOAFCTCBAC48DEOAI4EDDDC16
Expiration 7/11/2025, 10:12:47 AM

1



Azure SSO with Wellness Coach

& @ & O & burak@wellnesscoach.live

WELLNESSCOACH.LIVE (WELL!

Microsoft Azure L Search resources, services, and docs (G+/)

Home > WC-SSO > SAML-based Sign-on >

@ Complete X
Attributes & Claims - Successfully saved SSO SAML user claims

~+ Add new claim  —+ Add a group claim == Columns 27 Got feedback?

Required claim

Claim name Value

Need to modify each Claim

Na_me' ) Additional claims

Click on each Claim Name on Claim name Value

“Ad d it i o n al c I a i m s ” a n d m od ify :ttp://schemas xmlsoap.org/ws/2005/05/identity/claims/email user.mail
ttp://: xmlsoap.org/ws/2005/05/identity/claims/fi user.gi

the m as descrl bed In the http://schemas.xmlsoap.org/ws/2005/05/identity/claims/lastName  user.surname
H H ” http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname
following slides

Unique User Identifier (Name ID) user.userprincipalname [nameid-format:emailAddress] ***

v Advanced settings (Preview)

12



Manage Claim

Enter following details

Name: email
Source Attribute: user.mail

Press Save

Azure SSO with Wellness Coach

P Search resources, services, and docs (G+/)

Home > WellnessCoach.Live > Enterprise applications > WC-SSO > SAML-based Sign-on > Attributes & Claims >

jits

Q& 0 &

burak@wellnesscoach.live
WELLNESSCOACH.LIVE (WELLNE...

Manage claim X
B save X Discard changes | & Got feedback?

Name * | email \/l

Namespace [ Enter a namespace URI v]
v Choose name format (Preview)

Source * (® Attribute () Transformation

Source attribute * [ user.mail v

v Claim conditions

13



Azure SSO with Wellness Coach

= i i 5] &l burak@wellnesscoach.live @
£ Search resources, services, and docs (G+/) ([_'V‘ jal f2 @ & e

Home > Attributes & Claims >

Manage claim - X

] save X Discard changes A7 Got feedback?

Name * | firstName| \/I

[ Enter a namespace URI v]

Manage Claim Namespace

v Choose name format (Preview)

Enter fOIIOWing details Source * (® Attribute (O) Transformation

Source attribute * { user.givenname v

Name: fi rstName v Claim conditions
Source Attribute:
user.givenname

Press Save

14



Manage Claim

Enter following details

Name: lastName
Source Attribute:
user.surname

Press Save

Azure SSO with Wellness Coach

= Microsoft Azure A Search resources, services, and docs (G+/)

burak@wellnesscoach.live @

WELLNESSCOACH.LIVE (WELLNE... @

Home > Attributes & Claims >

Manage claim

X
[5] save X Discard changes | & Got feedback?
Name * [astName ]
Namespace [ Enter a namespace URI |
' Choose name format (Preview)
Source * @ Attribute O Transformation
Source attribute * [ usersurname ~

Vv Claim conditions

15



Manage Claim

Enter following details

Name: name
Source Attribute:
user.userprincipalname

Press Save

Azure SSO with Wellness Coach

= Microsoft Azure P Search resources, services, and docs (G+/)

Home > Attributes & Claims >

Manage claim

H & 0 & @ &

burak@wellnesscoach.live @
WELLNESSCOACH.LIVE (WELLNE... @&

X
&) save X Discard changes | & Got feedback?
Name * [ namd v|
Namespace { Enter a namespace URI yJ
v Choose name format (Preview)
Source * @ Attribute O Transformation
Source attribute * [ user.userprincipalname v

Vv Claim conditions

16



Azure SSO with Wellness Coach

Attributes & Claims
-+ Add new claim - Add a group claim

Required claim
Claim name

Unique User Identifier (Name ID)

Advance SAML claims options

Additional claims

Click on “Advanced Catfout
settings (Preview) -
Click on “Edit” astame

name

A Advanced settings (Preview)

Advanced SAML claims options

Include attribute name format
Issuer with application ID
Audience override

== Columns
Edit
Enabled
Disabled
None

,")\j Got feedback?

Value

user.userprincipalname [nameid-format:iemailAddress] ***

Value

user.mail
user.givenname
user.surname

user.userprincipalname

17



Azure SSO with Wellness Coach

P Search resources, services, and docs (G+/) & burak@wellnesscoach.live

WELLNESSCOACH LIVE (WELLNE.

Advanced SAML claims options (Preview) X

Home >

Attributes & Claims

Manage advanced options for the claims on this application.
-+ Add newclaim -+ Adda group claim == Columns R’j Got feedback?
——.—-——-—.—-’ Include attribute name format @ .
5 . Append application ID to issuer O
Required claim P PP u
Override audience claim D
Claim name Value

Advance SAML claims options e vsr ueniter amey o sl

user. [ id

Additional claims

Select “Include attribute

9 email user.mail
n a m e fo rm at firstName user.givenname
- lastName user.surname
Click on Save .
name user.userprincipalname

A Advanced settings (Preview)

Advanced SAML claims options  Edit

Include attribute name format Enabled
Issuer with application ID Disabled
Audience override None

R——— T

18



Azure SSO with Wellness Coach

% @ & burakOwelnesscoachlive
WELLNESSCOACHLIVE (WELLNE.. &9

Home > WC-SSO >

WC-SSO | SAML-based Sign-on - X

Enterprise Application

T Upload metadata file 9 Change single sign-on mode Test this application A7 Got feedback?

[ Deployment Plan

Manage e
. . SAML Signing Certificate ’
Return to Single sign-on tab and . WS
-
2 Owners
Thumbprint CD1E09C51F62DDEDOAFC1CBAC48DEOA94EDDDC16
&, Roles and administrators Expiration 7/11/2025, 10:12:47 AM

copy the following values and

2 Users and groups

D Single sign-on

Notification Email

App Federation Metadata Url
Certificate (Base64)
Certificate (Raw)

burak@wellnesscoach.live

https://login.microsoftonline.com/0813dc50-2917.

o]

Download

Federation Metadata XML Download

share with Wellness Coach team @~

£ Application proxy
C self-senvice (4]

Cus

(11 C e rtifi cate Raw 1) (preview; You'll need to configure the application to link with Azure AD.
) Login URL httpsy//login microsoftonline.com/0813dc50-2917... [ | ‘—'——-
Security
https://stswindows.net/0813dc50-2917-4182-676... ) | ‘_.,.....
(13 I og I n U rI tL] https://loginmicrosoftonline.com/0813dc50-2917... [ |
“Azure AD ldentifier”

Set up WC-SSO

attributes

m security

Azure AD Identifier
& Conditional Access Logout URL

£ Permissions View step-by-step instructions

@ Token encryption
Activity e Test single sign-on with WC-SSO
D Sign-in logs Test to see if single sign-on is working. Users will need to be added to Users and groups before they can sign in.

i Usage & insights Test

Audit logs

S pai s s i

19



Azure SCIM with Wellness Coach

If you have contractors or people who are not eligible for Wellness
Coach access, please complete the following steps on the next 2 slides.

If not, your SSO setup is complete - Congratulations!

20



Grant access to the WC-SSO
application to Users and Groups

Azure SSO with Wellness Coach

Home > WC-SSO >

WC-SSO | SAML-based Sign-on

Enterprise Application

@ Deployment Plan
Manage

I Properties

& Owners

Roles and administrators

[

Users and groups

(O]

Single sign-on

@

Provisioning

a

Application proxy

o)

Self-service

m security

view

Security

& Conditional Access

Permissions

@ Token encryption
Activity
D Sign-in logs

Usage & insights

Audit logs

T Upload metadata file ) Change single sign-on mode

(2]

Test this application &7 Got feedback?

SAML Signing Certificate 2 et
Status Active
Thumbprint CD1E09C51F62DDEDOAFCTCBAC48DEOA94EDDDC16

Expiration
Notification Email
App Federation Metadata Url

7/11/2025,10:12:47 AM
burak@wellnesscoach.ive
https//login.microsoftonline.com/0813dc50-2917... [

Certificate (Base64) Download
Certificate (Raw) Download ‘-—-—""'
Federation Metadata XML Download

Set up WC-SSO

You'll need to configure the application to link with Azure AD.

https://login.microsoftonline.com/0813dc50-2917... [ | ‘-—-—-
https://sts.windows.net/0813dc50-2917-4182-b76... [ ‘ *—v—w—

httpsy//login.microsoftonline.com/0813dc50-2917... [y |

Login URL
Azure AD Identifier

Logout URL

View step-by-step instructions

Test single sign-on with WC-SSO

Test to see if single sign-on is working. Users will need to be added to Users and groups before they can sign in.

Test

burak@wellnesscoach.live

WELLNESSCOACH LIVE (WELLNE.

21



Azure SSO with Wellness Coach

Choose All, Groups, or Users to assign
access to the Wellness Coach App Home » WenesCoxnive| Enarpesicains &1 Users and groups

Add Assignment -

WellnessCoach.Live

@ Try changing or adding filters if you dor't see what you're looking for. Selected (0)

e If you have not created a group, -
please create a group and assign
employees to the group. For example,
this group could be for

Select a role [ P No items selected

Name Type Email
21 Day Challlenge 21DayChalllenge@wellnesscoach live

AdminAgents

Benefits-Eligible Employees, Full
Time Employees, All Employees, etc

Azure ATP wellnesscoach21 Admi.

Azure ATP wellnesscoach21 Users

e Those who are not eligible for
Wellness Coach should not be
included in the group with access

e You can give access to multiple
groups

Azure ATP wellnesscoach21 View...

Qlo@a Qe alala
3§ 8 8¢ 8 8 & 8 & ¢
g 2 g g g g g g ¢
5§ § 5 5 5 5 © © ©

OJo0oo0ooooo
B B B B B B B ke B

HelpdeskAgents



Azure SCIM with Wellness Coach

Technical Steps Needed to Enable SCIM on
Azure Active Directory with Wellness
Coach

23



Go to Azure Admin
Console
Click on “Azure Active

Directory”

Azure SCIM with Wellness Coach

Microsoft Azure R Search resources, services, and docs (G+/)

burak@wellnesscoach.live

WELLNESSCOACH.LIVE (WELLNI

Welcome to Azure!

Don't have a subscription? Check out the following options.

Start with an Azure free trial Manage Azure Active Directory

>

Access student benefits

Get $200 free credit toward Azure products and services, ~ Manage access, set smart policies, and enhance security Get free software, Azure credit, or access Azure Dev Tools

with Azure Active Directory.

plus 12 months of popular free services.

Learn more ¢f

Azure services

+fa)]m » @ @

Create a Azure Active Devices Quickstart Virtual App Services
resource Directory Center machines
Resources
Recent  Favorite
Name Type

for Teaching after you verify your academic status.

= 8 ® -

Storage SQL databases ~ Azure Cosmos ~ More services
accounts DB
Last Viewed

24



Azure SCIM with Wellness Coach

5 burak@wellnesscoac
ﬂ'—‘v 0 @ @ A 'WELLNESSCOACH.LIVE (WELL!

P Search resources, services, and docs (G+/)

Home >
0 WellnessCoach.Live | Overview - P
Azure Active Directory
i + Add v €33 Manage tenants What's new 5 Preview features ;’{j Got feedback? v
© Overview
) 0} e
Preview features Microsoft Entra has a simpler, d experience for managing_all your Identity and Access needs, Try the new Microsoft Entra admin center (Preview)! &1

K Diagnose and solve problems

Overview  Monitoring Properties Tutorials
Manage

& Users P Search your tenant

1. Onleft panel, select

& Groups

" . Basic information
85 External Identities

Enterprise applications

&, Roles and administrators Name WellnessCoach.Live f 27

& Administrative units

s Tenant ID 0813dc50-2917-4182-b76d-1094767336f0 [ ps 4
Enterprise applications ‘—'--'
Primary domain wellnesscoach.live Applications 1
Ol Devices
License Azure AD Premium P2 Devices 7

App registrations
(&) Identity Governance
¥ Application proxy

& Custom security attributes
(Preview)

% Licenses

% Azure AD Connect
%=/ Custom domain names

® Mobility (MDM and MAM)

Password reset

25



1. Find Wellness Coach
Application (WC-SSO)

Azure SCIM with Wellness Coach

Microsoft Azure L Search resources, services, and docs (G+/)

Home > WellnessCoach.Live | Enterprise applications > Enterprise applications

Overview

@ Overview

X Diagnose and solve problems

Manage

All applications
£ Application proxy
€83 User settings

B Collections

Security
& Conditional Access

@ Consent and permissions
Activity

D Sign-in logs

@ Usage & insights

E Auditlogs

M Provisioning logs

Access reviews

@ Admin consent requests

«

—+ New application

Enterprise applications | All applications

WellnessCoach.Live - Azure Active Directory

O Refresh

i Download (Export)

0 Preview info

== Columns

Preview features

View, filter, and search applications in your organization that are set up to use your Azure AD tenant as their Identity Provider.

The list of applications that are maintained by your organization are in application registrations.

‘ L Search by application name or object ID

19 applications found

Name

—_—

A\Y

¢ HE—Ha

N
ContentMX
qa-wc
HealthHeroGraphAPI
Microsoft Store for Web
Teams Calls for Slack
aadapp-rc-prod
DEV-WellnessCoach
Wellness Coach SSO
Trello

Stag Wellness Coach T...

Graph explorer (official...

Object ID

039c232b-c40d-43c2-89da-e5...

0879215d-8af5-4fef-8608-300...

18dbe9a7-d2fa-468-b2c0-af0...

1d1e7e60-5822-47ea-aa28-d5...

27cad950-bc9f-4052-afd7-8ce...

2c9034bc-efb6-4c0c-a755-42...

2ef61e91-94d0-498c-b888-f7...

4359d361-f37f-4c1c-b792-c48...

48ae736e-cf82-412a-b729-26...

57bc4c76-969f-417e-b197-0d...

586€6974-0364-4e42-bfac-23...

80fca0ed-249¢-4150-b32b-11...

Application type == Enterprise Applications <

Application ID
484b2a75-a7f8-423-8a99-22...

9913e2ed-5c17-4d66-b9e7-4...

44e72ala-2bae-401d-9e48-03...
5f1f4eb7-479e-42f3-b86f-4c1f...
9f3045c1-69f9-4eda-a741-8ee...
220b5a4f-f963-44bf-882c-15b...

cff01865-8c3b-4d43-bed5-ba...

ed8e30ef-f69f-4e84-92e7-d53...
9944{501-65a1-4c2e-8b01-eb...

03a6ae98-9191-48e7-8709-b0...

de8bc8b5-d9f9-48b1-a8ad-b...

62826c6a-a865-4fc8-95d3-91...

Homepage URL

https://www.wellnesscoach.live

https://qa-teamapp.wellnessc...

https://apps.microsoft.com

https://slack.com

https://www.wellnesscoach.live

https://account.activedirectory...

https://developer.microsoft.co...

Application ID starts with <

,C'(j Got feedback?

Created on

8/17/2021
5/7/2021
9/20/2021
5/6/2021
8/12/2022
8/4/2022
8/8/2021
5/17/2021
7/11/2022
8/8/2021
6/21/2022

6/22/2021

*5 Add filters

T‘vD@@P?

™
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2.

Select “Provisioning” on
the left hand side menu
Click on Get Started

Azure SCIM with Wellness Coach

Home > WellnessCoach.Live | Enterprise applications > Enterprise applications | All applications > Browse Azure AD Gallery > Wellness Coach

@ Wellness Coach | Provisioning - X

Enterprise Application

« ,@ Got feedback?
B Overview
Deployment Plan

K Diagnose and solve problems

Manage ’ y
’

iIl! Properties ‘

& Owners

4, Roles and administrators

& Users and groups Automate identity lifecycle management with Azure Active Directory

D _single sign-on Automatically create, update, and delete accounts when users join, leave, and move within your organization. Learn more.
@ Provisioning

£ Application proxy

C Self-service What is provisioning? Plan an application deployment. Configure automatic provisioning.

security attributes

Security
& Conditional Access
Permissions

© Token encryption
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Azure SCIM with Wellness Coach

From dropdown select “Automatic”
Enter “Tenant URL"”

“https://ed.wellnesscoach.live/scim”

Enter the secret token
Pls ask Wellness Coach team for the
Token and proceed

Click on “Test Connection”

Home > WellnessCoach.Live | Enterprise applications > Enterprise applications | All applications > Browse Azure AD Gallery > Wellness Coach | Provisioning >

Provisioning
(5 save X Dpiscard

Provisioning Mode

I Automatic v

Use Azure AD to manage the creation and synchronization of user accounts in Wellness Coach based on user and group

assignment.

A Admin Credentials

Admin Credentials
Azure AD needs the following information to connect to Wellness Coach 's APl and synchronize user data.

Tenant URL* ©
[ https:/ed.wellnesscoach.live/scim \

Secret Token

I l
Test Connection
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https://ed.wellnesscoach.live/scim

To start provisioning, you can go
back to “provisioning” tab and

select “Start Provisioning”

Azure SCIM with Wellness Coach

H Overview
Deployment Plan

K Diagnose and solve problems

Manage

1! Properties

&& Owners

ik Roles and administrators
& Users and groups

2 Ssingle sign-on

« [> start provisioning | [_] Stop provisioning ¢ Restart provisioning ¢ Edit provisioning % Provision on demand

Current cycle status Statistics to date

Initial cycle not run. . o .
al cy v View provisioning details
0% complete

Vv View technical information

View provisioning logs

Manage provisioning
Update credentials
Edit attribute mappings

@ Provisioning

Add scoping filters
Provision on demand

Application proxy

C  Self-service

Cu

(pr

m security attributes

Security

@& Conditional Access
o "

.+ Permissions

@ Token encryption

ps:/[portal.azure.com/#

O Refresh

Rj Got feedback?

29



