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LIVE HEALTHIER, HAPPIER, LONGER.

Setting Up
OKTA SSO & SCIM

A step-by-step guide to configuring Single Sign-On and
automated user provisioning

Questions?
Need help with setup?
Support@wellnesscoach.live




Azure SSO & SCIM Setup Guide

KEY CONFIGURATION DETAILS

Reference these values during SSO and SCIM setup

single Sign-On URL https://api.meditation.live/auth/sso/callback
Audience URI (SP Entity ID) WellnessCoach

Default Relay State Obtain from Wellness Coach Admin Portal
Name ID Format EmailAddress

Application Username Okta username

SCIM 2.0 Base URL https://ed.wellnesscoach.live/scim

SCIM Unique Identifier Email

SCIM Authorization Token Obtain from Wellness Coach Admin Portal
Wellness Coach Portal @ Portal | Wellness Coach

Don't have Portal access? Email Support@wellnesscoach.live to get access to the Portal.



https://api.meditation.live/auth/sso/callback
https://ed.wellnesscoach.live/scim
https://portal.wellnesscoach.live/

Okta SSO Setup

Technical steps to configure SAML-lbased Single Sign-On
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STEP 1

Go to Okta Admin Console, click Applications, then Create App Integration.

CREATE APP INTEGRATION

Wellness Coach | SSO Setup

%% OKtCl ‘ Q Search for people, apps and groups }
@ Admin Console <
. @ Dashboard y Applications
[8 Directory A Create App Integration Browse App Catalog [ Assign Users to App J [ More » }
| |
]
& Customizations ~
2
88 Applications A Search
1
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” STATUS @ Okta Admin Console
Self Service ACTIVE 5

) . INACTIVE 1 @ Okta Browser Plugin
API Service Integrations

Security v
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Settings ~
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i SELECT SAML 2.0

Choose SAML 2.0 as the sign-in method and click Next.

Create a new app integration

Sign-in method OIDC - OpenlD Connect

Token-based OAuth 2.0 authentication for Single Sign-On (SSQ) through AP
endpoints. Recommended if you intend to build a custom app integration
with the Okta Sign-In Widget.

ﬁ O sAML2.0

XML-based open standard for SSO. Use if the Identity Provider for your

Learn More (&

application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SS0 method. Use if your application doesn't support QIDC or
SAML.

APl Services
Interact with Okta APls using the scoped QAuth 2.0 access tokens for
machine-to-machine authentication.

Cancel
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13 CONFIGURE APP SETTINGS

Enter 'Wellness Coach' as the app name, upload the logo, and click Next.
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| @ Dashbosrd 5 2 Create SAML Integration
[ Directory v o General Settings Configure SAML Feedback
[ ]
m
£ Customizations v
o - .
os Applications v 1  General Settings

O security v A

pPp name 1 ﬁ Wellness Coach
& workflow %

App logo (optional) @
di Reports i

3 Settings v . '

wellnesscoach

App visibility Do not display application icon to users

Cancel 3 ﬁ m
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STEP 4

CONFIGURE SAML SETTINGS

Wellness Coach | SSO Setup

Enter the Single Sign-On URL, Audience URI, Default Relay State, and configure Name ID format.

Single Sign-on URL: https://api.meditation.live/auth/sso/callback

Audience URI (SP Entity ID): WellnessCoach

Default Relay State: [Get from https://portal.welinesscoach.live/enterprises/config/sso-scim]

$€ okta

- Admin Console
() Dashboard

[E Directory

il

Customizations
28 Applications
Q Security

& Workflow

dl Reports

(& Settings

= Create SAML Integration

General Setting: @) configure samL

A SAML Settings

General

Single sign-on URL @ https:ffapi.meditation.livefauth/sso/callback

!

@ Use this for Recipient URL and Destination URL

Audience URI (SP Entity ID) @ WellnessCoach

:

Default RelayState 685419fceaZe29c14553399a

If no value is set, a blank Relay5State is sent

Mame ID format @ EmailAddress

!

Application username @ Okta username

!

Update application username on Create and update

Show Advanced Settings

® % Altaf Hussain
wellnesscoach

What does this form do?

This form generates the XML needed
for the app's SAML request.

Where do | find the info this form
needs?

The app you're trying to integrate with
should have its own documentation on
using SAML. You'll need to find that
doc, and it should outline what
information you need to specify in this
form.
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1348 CONFIGURE ATTRIBUTES

On the Sign On tab, scroll to Attribute Statements, click Show Legacy Configuration, and click Edit.

[ ] Altaf Hussain
Saar~h fi nenn anme and o oo
%& Okta ‘ Q. Search for people, apps and groups @ &8 wellnesscoach

WOrk unti you conngure tne app 1o

=) Admin Console < Credentials Detail trust Okta as an IdP.
redentials Ue s

{ % View SAML setup instructions

+ (M Dashboard v Application username format Okta username
@ Directory v
™ = x
g Update application username on Create and update l C Update Now J
F Customizations v
Password reveal Allow users to securely see their password
88 Applications ~ (Recommended)
Applications
Self Service q Attribute statements
API Service Integrations Learn more about configuring attribute statements [
O Security ~
MNo expressions are configured. Click Add expression to get started.
N Workflow v
Add expression
dl Reports ~
£} Settings v

q Show legacy configuration -
Profile attribute statements q Edit

Learn more about profile attribute statements 2

Name Name format Value




13 ATTRIBUTE STATEMENTS

Map firstName, lastName, and email attributes from Okta user profile.

Altaf Hussain ~
wellnesscoach
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$€ okta @ o, op . ®

- Admin Console <
Attribute statements
+ ﬁ Dashboard v Learn more about configuring attribute statements 3
Directory i
L]
L]
# Customizations v Mo expressions are configured. Click Add expression to get started,
82 Applications " Add expression
Applications
Self Service
Show legacy configuration -~
API Service Integrations
O Security y Profile attribute statements Cancel
Learn more about profile attribute statements 5
N Workflow ¥
Mame Mame format Value
dl Reports ~
-—’- firstName Unspecified - user.firstName v
@ Settings b

—_’ lasthame Unspecified . user.lastName v
_’ email Unspecified v user.email v

[ Add Another J

Group attribute statements

Learn more about group attribute statements 2
Mame Mame format Filter

Unspecified v Starts with -

Add Another

> 3 -

Wellness Coach | SSO Setup
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1A COMPLETE SETUP

Click Save or Next, Review settings and click Finish to create the integration.

Altaf Hussain
wellnesscoach
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okta [ Q. search for people, pps and groups } o

Admin Console < _ ,
Contact app vendor It's required to contact the vendor to enable SAML
() Dashboard v
@ Directory » Which app pages did you consult to configure SAML?
Enter links, describe where the pages are, or anything else you think is helpful
£ Customizations v
e
28 Applications v
Did you find SAML docs for this app?
0 Security v Enter any links here
& Workflow v %
d) Reports v Any tips or additional comments?
Placeholder text
@ Settings v

#

—
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138 COPY METADATA URL

On the Sign On tab, copy the metadata URL for Wellness Coach configuration in the Portal.

Altaf Hussain
wellnesscoach

[=1=]
o0

ﬁ okta Q Search for people, apps and groups o

) Admin Consocle ‘
General Sign On Provisioning Import Assignments Push Groups
. (7 Dashboard ~
1 About
@ Director v Settings Edit ;
rectory g SAML 2.0 streamlines the end user
o
- experience by not requiring the user
£ Customizations h to know their credentials. Users

Sign on methods
cannot edit their credentials when

25 Applications ~ . ; P ' . SAML 2.0 is configured for this
The sign-on method determines how a user signs into and manages their credentials for an .
application. Additional configuration in

Anplicati application. Some sign-on methods require additional configuration in the 3™ party application.
pplications the 3rd party application may be

. Application username is determined by the user profile mapping. Configure profile mapping required to complete the integration
Self Service with Okta.
i i SAML 2.0
APl Service Integrations T S TR T T
O security v If you enable password push, you can
60c384bb157d282eb6a71b21
Default Relay State ¢ eoee automatically synchronize Okta
& Workflow ~ passwerds to dev-wellnesscoach.
Metadata details
il Reports - Application Usermname
Metadata URL https://wellnesscoach.okta.com/appfexklo0mrwulELN Choose a format to use as the default
@ Settings hd 5 OcY1d8/sso/saml/metadata username value when assigning the

application to users.
iz Copy

If you select None you will be
prompted to enter the username
manually when assigning an
application with password or profile
push provisioning features.

© More details

Credentials Details
- SAML Setup
Application username format Okta username
Single Sign On using SAML will not

) ) work until you configure the app to
Update application username on Create and update C Update Now | trust Okta as an IdP.

ﬁ (2 View SAML setup instructions
Password reveal Allow users to securely see their password A J

(Recommended)
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13 CONFIGURE WELLNESS COACH PORTAL

Enable SSO in the Wellness Coach Admin Portal, enter the IdP metadata link, and click fetch to prefill
the values, then save.
Alternatively, you can upload the IdP metadata XML file to prefill the values, then save.

o wellnesscoach £, Retain and Hire
B8 Home
Retain and Hire
Account Management  ~ Manage organization-wide settings, authentication options, and additional configurations.
Plans hd

Profile Feature Settings 580 Provisioning

& 0 @

Advanced -~

550 Configuration

550 Configuration
- _ 9 B - (i) S50 Setup Parameters & Help
Provisioning configure Single Sign-On (SSO) for seamless user authentication
g Challenges > Use these values when configuring your [dentity Provider
le.g. Okta, Azure AD).

Enable Single Sign-0

e Mo Yes
Activate 550 authentyfation for all users =

0 r SINGLE SIGM-ON URL OR ACS URL

https: fdevopsapi.meditation.livefauth/ssafcallback 9]

Reports ~ &

@

f1 User Management V

Ly &
AUDIENCE URI [ENTITY 1D}
Upload IdP Matadata XML Fetch from Meatadata URL
Upload your identity provider's metadata XML file oR Enter the metadata URL from your identity provider WellnessCoach d
4. Choose XML File -
DEFALILT RELAY STATE
67db7de874510cb3bas2 8104 n]

550 Setu
o) P

Enter the detalls provided by yvour Identity Provider (IdP) to enable Single Sign-Cn.




Wellness Coach | SSO Setup

1340 CONFIGURE WELLNESS COACH PORTAL

If the upload or fetch from URL does not work, you can copy and manually fill in the three required
parameters from the “View SAML Setup Instructions” (Refer step 8) link in Okta. And then Save SSO
Configuration

Okta Dashboard Wellness Coach Portal

yhld,

i.& okta

How to Configure SAML 2.0 for Wellness Coach Application [t Ne n ) %00 Setip P o

B8 Home
The following is needed to configure dev-wellnesscoach ik Aot Marugp =
o ity Provider Singee Sigr-On LIRL B Pans ¥ |l| {j‘} SiSLE SICR-ON LSL Of A LS
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ﬁ @ Upload IR Metadata XML Feich from Metadata URL hetps: [fdevopsapi meditation livelauth/ssofcalback 0

ﬁ EL — oy 108 Provisioning L Chooss XML File m AUTENCE LS [ERTITY i
X.50% Canmobls -

Challenges:
DEFALLT RELAY STATE
P} to anatie Sing =0 E7db7de074510cb3bae 2 104 a
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; . i ; ]
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o

KJ
i
:
&
g
:
a

fR User Managemant -

hittps: fwelnesscoach.okla.com fappiwelinesscoach, http:ihwwe.okta. comfexk la0mraulELNOCY 1d8

B CERTRFICATE

GUIIWLLELIULAHSS GAAYSS LE TUPRF LES LF SUSU/Y LE | AMBQUER /MSLE LVE QS NEGURYY /48 /8 VY SHCDBREEH LINS J0HL0Y
BQesvkvPlB0G] T5upbratocFsLYa0550ToQk 4% jNg rr InbBeznBIATDTSLS InHNapuT Ivarfu2wed SO494KVLuIuj i1
DSy TADWE kBewol §LoZWqnidewb 1/ 9/ 0Bpc oMo VPoFOIDAQABMABGL Sq05 10 3DOEBCWUAAS TBAGLYX L s 2obwg BIN 1nd
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+QcyqTwhr S ri w2 B0 Znal InzRrwvyEe 2mHrng MVt 2n) 8P rEavkhd 168 3ogn@ fLE rdinF L+ L kIS kNITCogEL
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Cownicad cerifcae W33/ EGT+ /B3NS pLTnYIxG+yCh] LPkDAS LoBnYLFqCulln

Optional

o Provige the followeng IDP metadata to your 5P provider.

q =Taml werslon="1.0" encod ing="UTF-§" F==ng: Ent ity0escriptor entityID="http:/fuww, okta, con/eaklolnreu LELNDCY 198"

(=) Save 550 Configuration




Okta SCIM Setup

Technical steps to configure automated user provisioning
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STEP 1 ENABLE SCIM

Navigate to the General tab -> Click Edit -> Select SCIM -> Click Save.

Altaf Hussain ~

$€ okta (i Samonufr paaples s i B o

[-1-3
feled

wellnesscoach

@  Admin Console : 8 Wellness Coach
P = Active ¥ w View Logs Monitor Imports
. () Dashboard )
B i w . .
- Okactary —p General Sign On Import Assignments
- —
Z Customizations ~
General Settings
) Cancel
23 Applications ~ App Settings All fields are raquired unless marked
optional. Some fields may no longer
Applications icati be editable.
Application label Wellnass Coach
Self Service This label displays under the app on your home page On-Premises Provisioning

) . On-premises provisioning allows you
APl Service Integrations P g ¥

Application visibility Do not display application icon to users to provision users to your on-premises
0 Security v applications.

Pravisioning MNone
& Workflow bl On-Premises Provisioning

—_— SCIM
dl Reports ~ ®
@ ettt Auto-launch Auto-launch the app when user signs into Okta.
ettings ~

Application notes for end users

s

This note will be accessible to all end users viz their dashboard

Application notes for admins

W

This note will only be accessible to admin on this page

k — o J
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13N CONFIGURE SCIM SETTINGS

Navigate to the Provisioning tab -> Integration -> Edit

Enter the SCIM 2.0 Base URL, unique identifier, and authorization token.
Select HTTP Header for Authentication Mode

SCIM Connector base URL: https://ed.wellnesscoach.live/scim

Authorization Token: [Get from https://portal.wellnesscoach.live/enterprises/config/employee-verification-
template#scim-config]

= . _ ae Alnaf Huseain
ﬁ oktu Q ’ @ e welinesscoach
- Admin Console < Genera Sign On Provisioning Impert Assignments Push Groups
() Dashboard
Softtings
Director vi
o App
2 Customizations ~ To Ckta SCIM Connection Cancel
. ﬁ Integration
8% Applications ~ g SCIM version 20
Applicati
pplications SCIM connector th htips:fed.wellnesscoach Jivafscim
Sell Service

Unigue identifier field for users

amail
APl Service Integrations
Q' Security Supported provisioning actions Impart Mew Users and Profile Updates
Fush New Users
0 Workilow w _— Push Profile Updates
d
@ Push Groups
dll Reports Impaort Groups
@& Settings w Authentication Mode HTTP Haader

HTTP Header

Autharization -ﬁ Beare LTI

D ———— - Test Connector Configuration
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STEP 3 ENABLE PROVISIONING

Navigate to Provisioning -> To App. Enable Create Users, Update User Attributes, and Deactivate
Users, then click Save.

. . Altaf H ~
* 0ktq Q. Search for people, apps and groups @ & \-.-e:-le:sis:a:h

= Adkeniiy Conacls ¢ General Sign On Provisioning Import Assignments Push Groups
' () Dashboard W
Settings
Directory v
To Apo
" _’
] okta - ©
£ Customizations ~ To Okta
Integration o Cancel
28 Applications ~ Provisioning to App

f-\pplicatiuns Cma‘e Usars ﬁ Enabhle

Self Service Creates or links a user in Wellness Coach Dev when assigning the app to a user in Okta.

) ) The default username used to create accounts is set to Okta username.
APl Service Integrations

0 Security i Update User Attributes —_— Enable

& Workflow e Okta updates a user's attributas in Wellness Coach Dev when the app is assigned. Future attribute changes
made to the Okta user profile will automatically overwrite the corresponding attribute value in Wellness

dl Reports ~ Ceach Dev,

8 Settings v
Deactivate Users _ Enable

Deactivates a user's Wellness Coach Dev account when it is unassigned in Okta or their Okta account is
deactivated. Accounts can be reactivated if the app is reassigned to a user in Okta,

Sync Password Enable

Creates a Wellness Coach Dav password for each assigned user and pushes it to Wellness Coach Dev.

—p
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1328 ASSIGN PEOPLE OR GROUPS

Assign People or Groups from the respective tabs. For Groups, assign the Wellness Coach app to the
appropriate group.

T : b e oo Altaf Hussain
%:% 0kta Q ) ' ¥ P i b @ i) wellnesscoach
o Admin Console < + Back to Applicaticns
, () Dashboard v Wellness Coach
\\‘ ; , .
Directery o Active - i i N 2, | ViewLogs Monitor Imports
. | J
[ ]
£ Customizations ™ N _ .
General Sign On Provisioning Import Assignments
88 Applications ~
S REPORTS
Applications m Convert assignments Search... People v
#, Current Assignments (now
Self Service Filters Baraon Type User App Access)
AP| Service Integrations > People Altaf Hussain Group P _ # Recent Unassignments
—.. Groups ‘L altaf@retainandhire.com
O Security ~
© Workflow - SELF SERVICE
You need to enable self
p service for org managed
dl Reports apps before you can use sell
service for this app.
& Settings hd Go to self service settings
Requests Disabled
Approval N/A
Edit
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SSO & SCIM Overview

Background information on Single Sign-On and SCIM
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WHAT IS SINGLE SIGN-ON (SS0)?

One set of credentials. Every application. Seamless access.

: How SSO Works
SSO allows users to authenticate once and
gain access to multiple applications without
re-entering credentials. 0 User visits Wellness Coach
Instead of maintaining separate usernames and .
passwords for each app, employees log in once Redirected to Okta (IdP)
through an Identity Provider (IdP) like Okta and
get automatic access to all connected services.
c User authenticates once
@ @ </> ° Okta sends SAML assertion
One Login More Secure Less Friction

e Access granted automatically
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SSO Authentication Flow

Wellness Coach supports both IdP-Initiated and SP-Initiated SSO

IdP-Initiated Login @ SP-Initiated Login

0 Employee logs into Okta Dashboard 0 Employee opens Wellness Coach app

a Clicks the Wellness Coach icon a Redirected to Okta login page

° SAML request sent from Okta ° Employee authenticates with Okta
° Automatically signed into Wellness ° Redirected back, access granted
Coach
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Why SSO with Wellness Coach?

Single Sigh-On Fraud Prevention

Access Wellness Coach with one set of
login credentials from any device or
application, whether cloud or on-

Okta's dynamic risk engine detects
and blocks fraud in real-time using
Device ID, Location, and Time-based

premise. multi-factor authentication.
Employee Access Seamless Experience
Management

Employees enjoy frictionless access

New hires automatically get access on to wellness resources without
their start date. Terminated employees’ managing multlple passwords or
access is revoked on their last day. separate logins.
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WHAT IS SCIM?

System for Cross-domain Identity Management

Auto-Provisioning

New employees get access
automatically

SCIMis an open standard that automates
user provisioning and de-provisioning
across cloud applications.

Real-Time Sync
With SCIM, your Active Directory stays in sync with
Wellness Coach. When an employee joins your
organization, their Wellness Coach account is
created automatically. When they leave, access is
revoked instantly.

Real-Time Sync

Auto-Deprovisioning
Access revoked on termination
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